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This manual guides the user in using the live/desktop/client version of the FUSS GNU/Linux
distribution in the current Debian 12 "bookworm" based version 12. . . -
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CHAPTER ]

The desktop

At first, the desktop presented to the user is as follows:

I Y FlRiEin ) VO

1.1 Description

The desktop displays three folders:
* Home, which is the user's home

+ File system, which allows navigation and display of PC folders and shared folders

* Recycle bin, for deleting files

1.2 The bottom panel

At the bottom is a panel.

On the left you see what is in the following picture, which we can call the main applications panel:
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On the lower right 1s this panel:
The following icons are found, from right to left:

* date and time

» audio manager: in the image state the audio 1s muted. To activate it click on the icon with right mouse
button and uncheck Mute. Then left-click on the icon, the volume bar appears and drag to adjust the
volume itself

» The language selector applied to the keyboard: by clicking you can select between Italian, English and German

* the connection manager

S ) O

1.3 The application window

Clicking on the all applications icon opens the following window:

N

piero y R T
[ I
‘ . Gestore dei file ‘ T— ".

Sfcalia il filc system -
(7 Browser web =) Usali di rscente
Naviga in rete -
3 LibreQffice Viriter 4 Tull
—J Usando \Writer puol creare... | . . .
Y LibreOffice Calc dﬂ] fccessori
Bl raic pus £ssa2ra 1L.sato par...
‘ . '{E' A’UU
_N LibreQffice Impress -
=] Impress L penmielle Ci we... ',o'.',l Gincki =
" Gralfica
\@m| Impastaziani
@ Intamel
2:@ Iztrizione
ﬁ Mullimedia =

@ Sistema

The application window is structured like this:

« there is a panel at the top that reads right to left: left to right:
— the name of the user
— An icon to manage all settings
— an icon to lock the screen
— switching between users
— the exit from the system

* a search and launch bar for programs

* Two columns of which:
— The one on the left shows the programs only initially present in the main program panel

— The one on the right shows all program categories, so it is easy to search for them

4 Chapter 1. The
Desktop



CHAPTER 2

Main desktop operations

2.1 Opening a terminal

Right-click 1n an empty spot on the Desktop: the following context menu opens. Click on
Open a terminal here.

5 Apri in una nuova finestra

] Crea ayviatore... R
== Crea collegamento URL...
Crea cartella...

Crea da modello >
= SVN 4
s GIT 2

& Apri un terminale qui

1 Incolla

[=] - . ’ v
°d Ordina le icone della scrivania
¥" Impostazioni della scrivania...
|&] Proprieta...

<» Applicazioni >

2.2 Adding of a program to panel of main
programs

* Open the Applications window
* Select the program from the category menu on the right

* While holding down the CTRL key, drag the program icon on the bottom panel to an empty space. If you
are not mistaken, the following window appears:
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0 Pomanda + 3 X

Crea un nuovo avviatore da 1 file desktop

7
/o : .
\V Questo comando creera un nuovo avviatore sul pannello
\/ e inserira i file trascinati su1 di esso come elementi del
menu

@Agn.xlla aF Crea avviatore

* Click on the Create launcher button : the icon should appear next to those of your favorite programs

2.3 Adding plugins to the bottom panel

Right-click in an empty spot on the bottom panel. The following context menu opens

® Bomanda *C X

Crea un nuovo avviatore da 1 file desktop
/A
\v\‘ Questz comardd Zreera Lnruovo avvlaters sul parnello
N

e rserira | fila trascinati su di ess0 come 2lement! del
merra

i Aanruia <= Crea avviaters

* Click on Panel item and a submenu opens.
* Click on Add new items: the following window opens:

 Search for the plugin or select it - it will be added to the plugin panel on the right below

2.4 Added workspace selector

* Follow the instructions to add a plugin to the bottom panel
» Select the Workspace Selector plugin. The

following window opens:

JLAIR AT A ARLIN _—

=| Selettore di spazi di lavoro AT 5

(
w~ Selettore di spazi di lavoro

Aspetto
Numero ci richa: |1

v Mostma la vista in miniatura

¢ Impostazioni dalle spazio di lavore...

" Comportamento

' v Cambia spazio di lavora usardo la rotalla del moLse

E Alutn 2 Criudi

* Right-click on the new item created in the panel. From the context menu that opens, select Workspace
Setup , as shown in the image below:

da i

i‘ -
in Sposta
& Impostaziongdello spazio di lavoro...

“uctl — gimuovi

Pannello
e

6 Chapter 2. Main operations on the desktop
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* Change the number of spaces you want to use as in the image below:

. a Spazi di lavore [+ 0" X
Ll | Spazi di lavoro
l Corfigurazicne della dispcsiziora, cai ncmi 2 cai margiri

Conerals Marglnl]

Dispasizione

Numarc ca2qli spazi di lavorc: 3

Noml

# INome dello spazio di lavore
1 Workspwace 1

| 2 Woikspwce 2

3 Wcrkspace 3

: g At | x_g_nludl|

Having done this, click on the Close button

In conclusion, if for example you have chosen three workspaces, in the bottom panel you will find the elements
as in the image below:

You can hover over one of them with a mouse click to switch from one workspace to another.

2.4. Adding workspace selector
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CHAPTER 3

View hidden files

3.1 Foreword

Hidden files have the characteristic that their names begin with a period (.). All user-specific configuration files
are stored in hidden files, usually divided by folders. They are all located in the user's home folder.

3.2 View hidden files

» Enter your home (from Desktop double click on Home)

* The following window opens:

B pcemin - Gestore di file (RS B
Fle Modilta Misualizzdzione Vai Ajulo
& B & ﬁ"b.’hun:a.-l.l.mil / S
DISPOSITIVI - —
() Fil= systam . E h
PAQSIZIONI agjlornamantn Documert fuss Lanrguide
€% pcemin
i Scuivania . .

ﬁ Cestine nestinne-piann- it Immangini
ajgicmamerto

% Esplora |a rete

My_Cmaps

oA

“aggiorramentc” Cartella

* In the top menu bar, select View. Put a flag (or click) on the Show hidden files item.
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|Misuali§_lz.azione Vai Aiuto

&2 Aggiorna Ctri+R
Selettore di percorsi b
Pannello laterale 4

¥ Barra di stato

¥/ Barra del menu Ctri+M
Mostra i file nascosti Ctrl+H
Ordina gli elementi 4

=) Zoom avanti Ctri++

=) Zoom indietro Ctrl+-

L7 ) Dimensioni normali Ctri+0

* Visualizza come icone Ctri+1
Visualizza come lista dettagliata Ctri+2
Visualizza come lista compatta Ctri+3

* Now the folder will show many more files and subfolders that were not visible before

10 Chapter 3. Viewing hidden files



CHAPTER 4

Language settings

4.1 Changing interface language

After authenticating yourself, you can change the system language by choosing from those available. You must
start from the menu the Set language for Next Session program found in the Settings category.

11
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— ‘
@ raolo & L @
Q

/¥ * personalizzazione dell'aspetto della scrivania u Preferiti
W Calibrate Touchscreen
7 Run the calibration tool for touchscreens @ Usati di recente

- _Cambia la lingua =

[ ' Cambia la lingua per |a prossima sessione utente % Tutto

Cambia la password .
o> Accessori
ees 1 Cambia la tua password ﬁ
. Editor delle impostazioni % Altro

L’xf_)r/g Editor grafico delle impostazioni per Xfconf

E Editor del Menu i Etettronica
= Aggiungi e rimuovi applicazioni dal menu S
én Giochi
. Editor tipo MIME
Associa applicazioni con i tipi MIME @ Grafica
» Fcitx Configuration
- Change Fcitx Configuration Fd| Impostazioni
Gestore Bluetooth
# Blueman Gestore Bluetooth . S
Gestore dei file ;
— Istruzione
. Configura il gestore dei file Thunar E
| Gestore delle finestre ﬁ Multimedia
Configurazione del comportamento della finestraed... |
|ﬁ| Gestore delle impostazioni gy Sistema
— — Gestore delle impostazioni grafico per Xfced / A
. Sviluppo
& *  Gestore di energia
.~ Impostazioni per il gestore di energia di Xfce % Ufficio

Gestore pacchetti
Installa, imuove e aggiorna i pacchetti software

C k lradTea Wah Coantral Panal

sIEE IEIRIRIN

A simple settings window will open: simply select the desired language and then press the Set locale button.

r "\

~ Setsession locale | & o (5] o0
Select the locale for your future sessions.

de DE.utf8 — |

Set locale

Finally, it 1s necessary to exit the interface and re-enter to make the changes effective and to be able to work
with the desired language.

12 Chapter 4. Language settings
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Uscita di Docente 2

Riavvia Spegni

Iberna

_| Salva la sessione per | prossimi accessi

eAnnuIlal

4.2 Keyboard layout

The default keyboard in FUSS is Italian, and the /7 indicator is in the notification area in the lower right
panel.

‘X 1T )

You can add more keyboards by right-clicking and selecting Preferences.

Preferenze

Informazioni
Riawvwia

l Esci l

& 1T o)

This opens the Preferences window in which the /nput Method tab should be chosen.

4.2. Keyboard layout
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>

Preferenze di IBus

Generali Metodo di input Avanzate

Metodo di input

'DZ taliano - kaliana

@

Aggiungi

Aggiunge il metodo selezionato ai metodi

Informazioni

Preferenze

The active input method can be switched around from the selected ones in the above list by
pressing the keyboard shortcut keys or clicking the panel icon.

Chiudi

With the 4dd button you can select other virtual keyboards besides the preset one. In the example we add the

German keyboard that will be inserted below the Italian one.

Annulla

~ Seleziona un metodo di | v B X

< Tedesco
g Belga
= Tedesca (Dvorak)
. Tedesca (Neo 2)
. Tedesca (Svizzera)
& Tedesca (tasti muti rimossi)

Aggiungi }

¥

-

14

Chapter 4. Language settings
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” !

{E‘ Preferenze di IBus . & X

Generali Metodo di input Avanzate

Metodo di input Aggiungi
ltaliano - Italiana o
Rimuovi
~zm ledesco - Tedesca
Informazioni
Preferenze

@ The active input method can be switched around from the selected ones in the above list by
pressing the keyboard shortcut keys or clicking the panel icon.

Chiudi

Similarly with the Remove you can remove a selected keyboard.

In the notification area, by left-clicking on the keyboard indicator, you c an now select the German keyboard.

ltaliano - Italian

Tedesco - German

@)

After selection, the indicator will show DE.

% o¢ 4)

4.2. Keyboard layout 15
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CHAPTER D

Bluetooth Devices

This section discusses the configuration and use of external bluetooth peripherals (e.g., amplified speakers,
bluetooth headsets, etc.) with FUSS PCs equipped with a bluetooth device.

5.1 Permissions to use bluetooth devices

The prerequisite for a user to use a bluetooth device is that he or she has the two permissions bluetooth and
netdev and the blueman package is installed on the machine. If you are not an administrator on the
machine, contact the system administrator to associate the intended users with the two aforementioned groups
(server side if the PC i1s a client within the school network) and to have the package installed.

5.2 Configuration of amplified speakers or bluetooth headsets

[f the listed prerequisites are met, after login in the notification area in the lower right corner you will find the icon of the
blueman-applet

nE@Tad) " O

Verify that the device i1s tumed on and ready to connect. Click on the blueman-applet icon.
A menu opens. Choose the item Set up new device . . .

17
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|_ Disattiva il bluetooth
Q, Make Discoverable

E imposta nuovo dispositivo...

Invia file al dispositivo...
= Esplora file nel dispositivo...
i) Connessioni recenti...
£) Dispositivi...
8 Adattatori...

%) servizi locali...

t 3 @1 Q) L0

The bluetooth device installation wizard will start; click Next;

% Introduction 4

Introduction
Device
Pairing
Connect

Connecting...

Finished Benvenuto all'assistente per l'installazione dei dispositivi Bluetooth

Sarai guidato nel processo di configurazione e connessione del tuo dispositivo Blueto

Annulla Succes:

The available devices will be listed; select the one you want to connect to by pressing Next.

18 Chapter 5. Bluetooth Devices
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£ Device =1

Introduction

© SoundCore mini

Device
Pairing
Connect
Connecting...

Finished

Q
Annulla Indietro succes:
In the Connect menu, choose Audio Synchronization mode followed by Next
5.2. Configuration of amplified speakers or Bluetooth 19

headsets.
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Introduction
Device

Pairing

Connect

Connecting...

Finished

Connetti a:
Serial Port

® Sincronizzazione audio

Handsfree

Non connettere

Connect

Annulla Indietro

Succes!

A pairing attempt will be made to the device.

20

Chapter 5. Bluetooth Devices



FUSS - User Manual, Release 12.0

£ Connecting... 1

Introduction
Device
Pairing
Connect
Connecting...

Finished
Attendere...

Annulla ndietro succes!

[f the association ends positively, the configuration is finished and you can press the Close button.

5.2. Configuration of amplified speakers or Bluetooth 21
headsets.
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v

>B Finished

Introduction
Device
Pairing
Connect
Connecting...

Finished
Dispositivo aggiunto e connesso con succes:

5.3 Connection to the configured device

Whenever you want to connect to the device, simply select the Recent Connections 1tem 1n the blueman-
applet menu.. . choosing the device and waiting for the confirmation of successful connection.

22 Chapter 5. Bluetooth Devices
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I_ Disattiva il bluetooth
Q. Make Discoverable
¢ Imposta nuovo dispositivo...

= Invia file al dispositivo...

= Esplora file nel dispositivo...

@ Sincronizzazione audio su SoundCore mini l‘ € Connessioni recenti...

£) Dispositivi...

@ Handsfree su SoundCore mini
B Adattatori...

%8| servizi locali...

M Plugin
<7 Help
Exit

ty 3 @17 @ o)) 0202 O

In the audio mixer at the bottom right, it will only remain to choose the bluetooth device for audio output (and
if necessary, in the case of bluetooth headsets, also for the microphone).

19

D)

() SoundCore mini

Audio interno Stereo analogico Audio interno Stereo analogico b

l!)'; L —

VLC media player ”

o . | | ey
& Attualmente n...n riproduzione "

Mixer audio

-

1y Rigs ‘,) 08—%;):—5321 V

5.3. Connection to the configured device 23
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CHAPTER O

Resize many images in one operation

6.1 Foreword

The file manager used by default (Thunar) does not allow multiple images to be resized in one operation. If there 1s
a need to do this operation, the fastest solution i1s to change the file manager used by the system. There 1s
another file manager installed in the distribution, whose name is Nautilus, which instead allows this operation to
be done easily. The choice to modify the file manager is up to the user. In this chapter we explain how to do this.

6.2 Change the file manager (File manager)

* Click on the Applications icon (Whisker Menu, usually in the lower left corner)

* Opening the Applications menu, select in the list on the right Settings, (as in the figure below):

., Piero Cemin o & B
‘ P
- Gestore dei file \E Preferiti
Sfoglia il file system ) Usati di recente
-~ Browser web & Tutto

“ Naviga in rete

— Terminale di Xfce /
== Emulatore di Terminale & Altro

+0 Elettronica
** Giochi

Z Grafica
.= Impestazioni
& Internet

ia Istruziore
& Multimedia
¥ Sistema

« Sviluppo
* Ufficio

¥ Wine

o ACCessori

25
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* In the list that opens on the left, select Favorite Applications, asinthe image below:

./, Piero Cemin =R &P

| 4

& Accessibilita = [@& Preferiti
Impostazione dell'accessibil... {5 Usati i recente

Additional Drivers =

Configure third-party and p... : AL .
< Anthy Dictionary editor Accessori
Edit Anthy dicticnary. < Altro
© Applicazioni preferit 4l Elettronica

Applicaz Applicazioni preferite (browser web, lettore

g ARandR ji email ed emulatore di terminale)
Screen Setungs

.= Impostazioni

R Aspetto ~
U™ personalizzazione dell'aspe... @ Internet
4 Calibrate Touchscreen i@ Istruzione
Run the calibration tool for... & Multimedia
= Connessioni di rete &% Sisrema

== (Gestisce e cambia le impost...

- Svil
- » Editor delle impostazioni ,S .u.ppo
& Editor grafico delle imposta. .. 1 Ufficio

@ Editor tipo MIME * Wine
Assccia applicazioni con i ti...

a . Fcitx Configuration =

]

* A new window opens as in the image below, in which you can configure various options. The one we are
interested in 1s found by selecting the Utilities tab (at the top of the tab) :

'3 Applicazioni preferite Lo L3

1. Applicazioni preferite
=/ Selezione delle applicazioni predefinite per i vari servizi

Internet Utilita

Gestore dei file

Il gestore dei file preferito verra utilizzato per sfogliare
il contenuto delle cartelle.

2 Nauftilus A

Emulatore di terminale

L'emulatore di terminale preferito verra usato
per esequire comandi che richiedono un
ambiente a linea di comando.

9 Emulatore di terminale X di Debian | v:

EAiuto 3 Chiudi’

* At this point, by clicking on the File Manager drop-down menu, you can select Nautilus instead of
the default Thunar.

* By closing any open instances of the File Manager and reopening it, you can perform the immediate
operation of resizing multiple images

6.3 Resize multiple images

» Access with the File Festore to the folder where there are the images to be edited

+ Select all the images you want to resize and andright-click inside one of the selected ones: a
context menu opens as in the figure below:

26 Chapter 6. Resize many images in one operation
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©F AU L8l
-
-!Lut,a Ko -

MNunva rartella con selezinne (3 agoetti!

config
shte] ™ Apri con Visualizzatore di immagini Ristretto  Ctrl1 O

Aprl con altra applicazicne

Taglia Clrl+X
~ . Copia Ctr|+=C
: Sposta su. ..
Copia su...

Eng

png

.

DR

ES8rCizio_  esercizic_ faq.pr Sposta nel cestl e

laura.jpeg  laura.jpg i suno -anc
Rinomina... F2

= Comprimi...

Ridimensionare le Immagini..

:-_ _ Notate Images...

e - Resize Images

Ipadmin.  mal fuss. nautilc  proorieta Ctrl+1

Eng png png iy [ LY g

* Click on Resize images:a window opens that contains the operations for resizing:

=3 Resize Images e - x

Image Size

« Select a size: ~ | pixels

~ Scale: 50 -+ | percent

O Custom size: Width: 1000 - + Height: 1000 - + pixels
Filename

= Append .resized to file title

— Resize in place

sAnnulla Resize

* Select Scale and enter the percentage value by which you want to reduce the image

» Type (or select the present ".resized" one) an extension that i1s appended to the filenames: you can
alternatively select the option Resize in place , but this way you lose the original images.

* Clicking on the Resize button performs the operation.

6.3. Resize multiple images 27



FUSS - User Manual, Release 12.0

28

Chapter 6. Resize many images in one operation



CHAPTER [

The management of login credentials

7.1 General objectives

The protection of access credentials 1s one of the fundamental principles of information security, particularly the
creation and management of passwords, which are the main countermeasure to unauthorized access.

Given the provisions of the current code on the protection of personal data Legislative Decree 196/03 - and,
successively, taken up by the new European regulation in force since 24/05/2018, on the protection of natural
persons with regard to the processing of personal data - GDPR EU 2016/679, it 1s necessary to define adequate
and appropriate protection measures for the processing and protection of users' personal data.

Access to processors installed with the FUSS operating system provide for a credential-based authentication
(and authorization) system as an access tool for users. It consists of a code for user i1dentification ("username" or
"usemame"), associated with a confidential keyword ("password") known only to the user. The two elements,
joined together, constitute the access credential ("account” or "user") as defined by current legislation on
personal data.

7.2 Responsibility of users

Users agree to comply with the following criteria for creating, storing, and managing access credentials.

Users, once 1n possession of credentials, must change their passwords when they first log in, respecting the
criteria described below, avoiding combinations that are easy to identify. They must choose unique passwords
that make sense only to the user who chooses them, avoiding using the same password for other users.

The password is strictly personal and should not be communicated and/or shared with any other person inside or
outside the school.

Users should be careful about providing their login credentials, responding to suspicious e - mails and/or
clicking on links while browsing the web (or in the email) in order to counter possible computer fraud (such as
phishing, spear phishing, 1dentity theft, etc.).

Each user is responsible for all actions and functions performed by his’her account. If there is reasonable
certainty that the credentials assigned have been used by a third party, the user should change the password
immediately. For the secure storage of login credentials, 1t 1s advisable to use a management software

29
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of passwords (e.g., KeePass, LastPass, etc.) by avoiding storing them on sheets of paper, paper documents and
files kept within the workstation.

In case the user is locked as a result of password expiration, it is possible to change the password using the
procedure described below. In case the password has been forgotten, you should contact the technical support
service or the system administrator.

7.3 Technical requirements for password creation and management

As a general rule, the password should be reasonably complex and difficult to identify and/or derive. Within the
technical limits allowed by the systems, the password:
I. must be no less than 8 characters in length;

2. must be mandatorily changed when first used and at least every 3 (three) months thereafter;

(98

. must contain, where possible, at least 3 characters including numbers, upper and lower case alphabetic
characters, and special characters (e.g., C@pl3nZa);

must differ from the previous password by at least three characters;
must not present a sequence of identical characters or repeated groups of characters;

must not contain references that can be easily traced back to the user or to known areas;

NS s

must not be based on names of people, dates of birth, animals, objects or words that can be taken from the
dictionary (including foreign ones) or that refer to personal information;

Where technically possible, the requirements in (1) to (5) are imposed by automatic mechanisms of the system.

For justified needs for urgent access to information, if the credential holder is prevented from accessing the
information, the password may be cancelled and replaced by the system administrators with a new password. In
this case, the new password must be given by the system administrator to the user, who must change it at the
first access.

7.4 Change password before expiration

A control system was recently added that alerts the user about 10 days before the password expires (for the
faculty group it 1s 90 days) . At this point the user is guided by intuitive messages to change it. If you do not
proceed with the password change, the message will be repeated at each login until the natural expiration (which
we do not recommend waiting for anyway).

Passwords can be changed at any time as follows:

. Open from the bottom left menu the Change Your Password program (just type "change" in the search
field).
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g Mario Rossi e & )
cambia a

e Cambia la tua password

Cambia la tua password ey

Cambia la lingua Cambia la tua pa
Cambia la lingua per la prossima se

< » Advanced Network Configuration
v Gestisce e cambia le impostazioni della connessio...

 —

= | Bitmap to Component Converter
| ICrea un componente KiCad da un‘immagine bitmap

L L AL L L
inw L 34 l
L amw
L T )
== -=- 1}

I' L ‘wxMaxima
¥ Un'interfaccia grafica che permette all'utente di eff...

- Uomo patata
' Un semplice gioco di costruzioni adatto sia ai bam...

2. A window appears asking for the current password. Enter it and click OK.

¥ N

- Cambio password LBl S3

Immetti la vecchia password

Annulla OK
k

3. Then enter the new password twice and click OK.

, 4 Cambio password ! X
Immetti la nuova password!
La lunghezza dev'essere di almeno 8 caratteri.
Non pu0 essere troppo simile alla vecchia o contenere intere parole del vocabolario.
Inserisci almeno una maiuscola, una minuscola ed una cifra.

Non sono consentiti accenti o Umlaut.

Annulla OK

7.4. Password change before expiration
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| 4 B

4 Cambio password A TE EEC

Conferma la nuova password

[

Annulla OK

4. In case the password change was unsuccessful, a window appears warning of the error and a suggestion to

try again:
@ Cambio password X
E Vuoi riprovare?
NO “Si

5. In case the password change was successful the message will appear:

@ Informazioni R REX

@ Password cambiata con successo!

OK

7.5 Password change after expiration

[f one's password has expired without being able to update it from the user session with the appropriate
application, after authenticating oneself the system will respond with the message "You are required to change
vour password immediately (password aged)" which means "You are required to change your password
immediately (password expired)."

fuss9-64dbit-2

docentez
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The system will prompt you to enter your new password, which must follow the rules described in the

requirements outlined above. If the password is too simple, the system will display a message prompting you to
enter a stronger password. Below are two examples.

docente? o

BAD PASSWORD: It is too shenrt

FUSS
9.0

Fig. 1: Password too short

docente2

BAD PASSWORD: it is based on a di

Fig. 2: Common password based on a dictionary term.

The system offers only three attempts to enter the new password; after the third attempt you will have to start
over by entering your username and old password again.

Instead, if the new password matches the requirements, you will be prompted to retype it with the message
"Retype new password."
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docente2

After typing 1t twice correctly, it will be possible to access the system. Otherwise, the user will be notified that
the passwords entered do not match: "Sorry, passwords do not match."
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Password changes for faculty are required when they first log in to the system and periodically every 90 days.

7.5. Password change after expiration
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CHAPTER 8

Problems and solutions

8.1 Browser access problem

The following window appears:

Firafnx IS already running, bur is rot rasponding. To open a new window, you musr firse
clese the existing firefox process, or restart yous system,

Ok

The problem 1s due to the fact that when you launch firefox, it creates a file (.parentlock) that does not allow
access from another PC on the network with the same user . This may be due to a previous incorrect closing of
the browser or momentary problems with the PC on which you previously worked.

* View hidden files
* Double click on the .mozilla folder , then on the firefox folder

* Inside the firefox folder is a folder named random.default, where random is a random sequence of
characters

* Double click on this folder, then look for the .parentlock file and delete it.

8.2 Panel display problem on desktop

[f you do not see the desktop correctly in all its parts, you can do this operation, which returns the desktop to the
original situation

* open a terminal (see entry)
* type:
rm -fr .cache/sessions/ .config/xfced/ or:

* View hidden files

* Double click on the .cache folder, then delete the sessions folder
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* Double click on the .config folder , then delete the xfce4 folder
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CHAPTER 9

Veyon - User Manual

9.1 Introduction

Veyon is an application that allows you to monitor and control a group of computers (e.g., classrooms) on a
central computer (e.g., a teacher's computer) and use various features and modes.

9.1.1 Starting and accessing the program

Users not belonging to the veyon-master group will be blocked with an error message. For users belonging to
the veyon-master group, the program is started via the Start menu:

S = —_ N

9 Mario Rossi O (&)

M, Veyon Master

' Monitor and control remote computers

VYM - View Your Mind
Crea mappe mentali

A user name and password will be required to log in:
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F |

Inserisci il tuo username e password per accedere ai computer

Nome Utente docente

PBSSWO[‘d .lilililillill |

X Annulla | « 0K I

| -

Enter user name and password. If the data entered are correct you can log in and the program will be started.
Otherwise, access will be denied with an error message. In that case you can try to log in again by entering the

correct data.

When the program starts, an information window appears asking 1f you want to use the Demo Function; in order
to present your screen, you must click OK or even simply close it.

’ N

6 Informazioni SAEE X

Se vuol utilizzare la funzione Demo nella barra
degli strumenti clicca su 'OK".

La tua postazione diventa temporaneamente
controllabile da un'altra postazione Master!

OK

[f you do not need it immediately, it is recommended to leave the window 1n the background. The moment you
activate this function you temporarily become "controllable” from another location (you will be able to notice a
kind of eye on the panel in the lower right corner). To stop the service simply click OK in the window:
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Informazioni LA rE X

Interrompi la condivisione appena finita la presentazione!
Se vuoi interrompere ora clicca su 'OK"!

Potrai riavviare il servizio quando vuoi lanciando il
programma Demo dal Menu in basso a sinistra|

OK

9.1.2 User interface

After starting the program you will see the user interface with the toolbar (top panel), the monitor view (middle
part) and the status bar with various controls (bottom panel)

) Veyon Master [ X B4

: = —
@qulom & compuiers l - ica‘.\.redello scharmo ‘E Fresantazione " Spotlight Cerca utent) € comouter C) ,9;\ - R = E’,“ —'— Q)

hvd

The toolbar contains numerous buttons for activating various functions. A detailed description of each function
can be found in the chapter Program Features.

The appearance and behavior of the toolbar can be customized as described in the section
Toolbar .

In the monitor view, the computers are displayed in a tile view. Depending on the system configuration and
previous program startup, you can already view the computers in the current location here.

The computer selection panel allows you to show or hide individual computers or entire locations.

The 1tems 1n the status bar are used to control the program interface and are described in detail in the following
section.
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9.1.3 Status bar

Using the Locations & computers and Screenshots buttons , you can open and close the Computer Selection
panel and the panel: Screenshots .

The search bar allows you to filter the displayed computers using computer names or user names as search
terms.

The (Show.only computers on) button hides all computers that are tumed off, disconnected, or unreachable for
some other reason.

Use the slider to control the size of the displayed computer screens. By holding down then Ctrl key, the size can
also be changed using the mouse wheel. The size 1s automatically adjusted by clicking the button (Use the slider
to control the size of the displayed computer screens. By holding down then Ctrl key, the dimen- sion can also be
changed using the mouse wheel. The size is automatically adjusted by clicking the button) on the right.

[t 1s also possible to use a custom computer arrangement, e.g., representing the current dispo- siation of
computers in classrooms. After clicking the (Use Custom Computer Arrangement) button, each computer
individually or a selection of computers can be moved with the left mouse button pressed down and arranged as
desired. To align all computers in the custom arrangement, click the button| ( Align computers to grid) . If you
want to use the standard ordered arrangement again, simply disable the button .

The (About) button opens a dialog box with information about Veyon such as version, manufacturer, and license
conditions.

9.1.4 Toolbar

You can customize the appearance and behavior of the toolbar. A right click on a free section or button opens a
shortcut menu with several items:

Disabilita tooltip dei palloncini

Mostra solamente le icone

[f you click the Disable balloon command descriptions item, command descriptions will no longer be displayed
whenever you hover over the buttons. You can open the context menu at any time and deselect the item again.

The Show only icons option provides a compact view of the toolbar buttons by hiding the labels and displaying
only the icons. On smaller screens this option may be necessary to display all buttons.

9.1.5 Computer selection panel

The Locations & Computers button 1n the status bar opens the computer selection panel. This panel displays all
available computer locations in a tree structure. You can expand individual location entries by clicking on the
corresponding symbol in front of them.

You can activate for monitoring individual computers or entire classrooms . All monitored computers will then
be displayed in the monitoring view.
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With the Save Computer/User List button, the list of computers and registered users can be saved in a CSV file.
Typical use cases for this are subsequent [T-based attendance checks or exams.

9.1.6 Screens panel

Using the screenshot management panel, you can view and delete all ac- quired screenshots. Information on how
to capture screenshots is provided in Program Features , chapter under Screenshots.
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Now you can select individual screenshots from the list. The details of the screenshot, such as the capture date,
user name, and computer, are then displayed in the table below. The Show button or a double-click in the list
shows the selected screenshot in full screen. If you no longer need the screenshot, you can permanently delete it

using the Delete button . Note that this process cannot be undone and the files will not be moved to the recycle
bin.

9.2 Functionality of the program

Veyon offers a variety of features that allow you to control and access computers. All available features can be
accessed through buttons in the toolbar and the shortcut menu on individual computers.

[f you move your mouse over individual toolbar buttons, a tooltip with short help text is displayed, unless you
have disabled tooltips. Pressing a button activates the desired function on all displayed computers.

9.2.1 Using functions on individual computers

[f you want to activate only one function on a single computer, right-click on the computer in the monitor view
and select the desired function from the shortcut menu. Items in the context menu are displayed dynamically
according to the active functions.

== Monitoraggio

@ Demo )
@ Blocca

Vista remota

&1 Controllo remoto

© Accendi

@ Riawia il PC

® Spegni )
@ Login

& Disconnetti

¥ Invia messaggio

"— Apri un programma

& Apri sito web

Trasferimento di file

@1 Screenshot

You can also select multiple computers in the monitor view by drawing a selection rectangle with the mouse that
includes all the desired computers:
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Alternatively, you can press the Ctr1 key and add computers individually to the selection by mouse click.

9.2.2 Monitoring mode

By default, Veyon is running in monitoring mode. In this mode you have a pan- ramic of all computers and see
their screen contents in thumbnails. The screen contents are updated almost in real time, so you can monitor all

activity at the selected locations.

As long as there is no connection to a computer, a computer icon is displayed instead of the contents of the
screen. After the program starts, the icon is initially colored gray. As soon as the program detects that the
computer is unreachable or access is denied, the color turns red.

Some of the features described in the following sections change remote computers to a different mode. You can
exit the respective mode by activating the monitoring mode again.

Monitoraggio

9.2.3 Demonstration mode

You can use the demonstration mode (demo mode) to start a presentation. In this mode, your or a student's
screen content 1s broadcast to all computers and displayed in real time. You can choose between a full screen

and a demo window.

To start a presentation from your monitor, you must first start a service. You can do this by using the appropriate
Start Demo Service window, or, 1f 1t has already been closed, by starting the Demo program in the Start Menu at
the lower left.
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During a full-screen demo, the screen content will be displayed full screen on the remote computers. Logged-in
users cannot use their computers for other activities in this mode because all input devices are locked. In this
way you will get the full attention of your students.

In contrast, a demo window allows users to alternate between the demo window and their own applications. For
example, course participants can arrange the windows side by side and try the demonstrated steps in parallel.
Input devices are therefore not blocked in this mode.

To start a demonstration, you must open the demo menu by pressing Demo:

L] = Q f'? 4 ()

Demo Blocca Vista remota Controllo remoto Accendi SEWER]

== Condwvidi il tuo schermo in modalita a schermo intero

== Condividi il tuo schermo in una finestra

== Condividi lo schermo dell'utente selezionato in modalita a schermo intero

== Condmvidi lo schermo dell'utente selezionato in una finestra

Now click on the desired item in the menu. If you want to share a student's screen, be sure to select it first so
that the program knows which screen to broadcast.

In case your computer has multiple screens, you can choose to broadcast only one of the screens. To do so, click
on the corresponding screen item in the demo menu before sharing the screen.

[f you want to exit demonstration mode again, simply press the button or click the Mo- nitoring button to retum
to global monitoring mode. The shortcut menu can also be used to stop demo mode on individual computers.

9.2.4 Blocking screens

Another way to get students' attention 1s to use the screen lock function. As during a full-screen demonstration,
all input devices on the students' computers are locked. The computers can therefore no longer be used by
students. In addition, a lock symbol 1s displayed to avoid distractions caused by open applications.

Press the Lock button to lock all displayed computers:

0

Blocca

[f you want to unlock the screens, simply press the button again or click the button
Monitoring to retumn to global monitoring mode.

[f only individual computers are to be locked, they can be selected as described in Using functions on individual
computers and select the screen lock function in the shortcut menu. The screen lock can then be turned off by
selecting unlock or retuming to Monitor mode . Screen lock can also be initially activated globally and then
deactivated for individual computers via the shortcut menu.

Note: D u e t o security restrictions of most operating systems, the lock screen cannot be displayed 1f no
user 1s logged in. Input devices are still locked, so they cannot be accessed by the user.
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9.2.5 Remote access

he Remote Access function group consists of two very similar functions Remote View and Remote Control.
In both access modes, the screen of a remote computer is displayed full screen in a separate window. In contrast
to the monitoring mode in the main window, you can look at activities on a computer in detail or take action
yourself.In both access modes, the screen of a remote computer is displayed full screen in a separate window. In
contrast to the monitoring mode in the main window, you can watch activities on a computer in detail or take
action yourself.

i |
——_— ——_—

Vistaremota Controllo remoto

After this button is pressed, a dialog box 1s opened requesting access to the computer's host name:
@ Accesso remoto v ~ D

Inserisci I'hostname o l'indirizzo IP del computer al quale vuoi accedere:

pc27

v OK & Annulla

Then a new window opens with the remote access view:

L] pCZ/ -Veyon ACCesso remoto v @

i B @ O

connessione con : S, : ‘
Invia scorciatoia Osserve solo Screenshot  Schermo intero Uscita

The remote screen is then displayed in seconds and updated in real time. At the top of the window you will see a
toolbar with buttons similar to the main application. The toolbar automatically disappears a few seconds after
the connection is established. You can show it again at any time by moving the mouse pointer to the top of the
screen.

You can also change the access mode at any time during a running remote access session. All you have to do 1s
click on the Remote Control or Observe Only button . The button does not show the current access mode, but the
access mode that is changed when it is pressed.

As soon as you enter Remote Control mode, keystrokes, mouse movements and clicks are transmitted to the
remote computer so you can use it as usual. However, depending on the operating system, some special keys or
keyboard shortcuts such as Ct r1+A1t+Del cannot be used directly. If you want to use these shortcuts, you can

use the Send Shortcut button. Clicking this button opens a menu where you can select the desired shortcut:
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guua

Invia scorciatoia
Ctri+Alt+Canc
Ctri+Esc
Alt+Tab
Alt+F4
Win+Tab
Win
Menu

Alt+Ctri+F1

[f the menu was opened accidentally, it can also be closed again without triggering an action by clicking the
button again or pressing the Esc key.

[f you want to switch to full screen mode, you can use the Full Screen button . In full screen mode, the label of
the button changes to Window. Y ou can easily switch back to window mode by clicking on it again.

The Screenshot function captures the content of the current screen and saves it to a file that can be viewed later.
More information about screenshots can be found in the Screenshot and Screenshot Panel sections.

With the Exit button, the remote access window i1s closed.

9.2.6 Restarting and shutting down computers

The Turn On function is currently not functional in FUSS networks, although it is present in the toolbar.

Using the functions Restart PC and Shut Down , you can restart or shut down remotely controlled computers.
The corresponding buttons are available in the toolbar:

4 )

Accendi  Riawwia il PC Speqgni

Click the appropriate button to reboot or shut down all displayed computers. If you want to use a function only
for individual computers, you can select the respective computers and select the desired 1item in the shortcut

menu (right-click).

Veyon 4.2 and later versions offer additional shutdown options. These options can be selected from a menu that
opens by clicking the Shut Down button :
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Spegni Log in Disconnetti  Invia m

Spegni ora
Installa gli aggiornamenti e spegni
Spegni dopo la conferma dell'utente

Spegni dopo il timeout

The following actions are available:
Shut down now Computers will shut down immediately without any further confirmation dialogs.

Install updates and shutdown If supported by the operating system, all di- sponable system updates will be
installed during the shutdown process. If no updates are available, the respective computer will be shut
down immediately.

Turn off after user confirmation With this option, each connected user will be asked whether to turn off the
respective computer. [f no user 1s connected to a particular computer, it will be tumed off immediately.

Shut down after timeout With this option, each connected user will be asked whether to shut down the
respective computer. If no user is connected to a particular computer, it will be shut down immediately.

N Spegni v @

Si prega di specificare un timeout per spegnere |
computer selezionati:

== . . == .
3 » | Minuti ‘D secondi

| v OK ’ ‘ & Annulla

After accepting the dialog box, a countdown window appears on all computers telling users to save their
work and close all applications.

Caution: Note that, depending on the program configuration, computers will be restarted or shut down
without additional confirmation dialogs. Therefore, always make sure that users who have logged in have
saved all open documents, etc. And, if possible, have closed all programs. This prevents unwanted loss of
data.

9.2.7 Userlog in

The function: log in for security reasons is not currently available in school networks.

9.2.8 Log off users

The Disconnect function complements the possibilities described in the previous section for controlling the basic
states of the computer. A corresponding button in the toolbar is available for this purpose:
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Disconnetti

Activate this button to disconnect all users from all controlled computers. If you want to use this function only
for individual computers, you can select the respective computers and select the desired 1item in the shortcut
menu (right click).

Tip: After accepting the dialog box, a countdown window closes on all computers, telling users to save their
work and close all applications.

Caution: Note that logged-in users, depending on the pro- gram configuration, are logged out without
further confirmation dialogs. Therefore, always make sure that the logged-in users have saved all open
documents, etc. And, if possible, have closed all programs. This prevents unwanted loss of data.

9.2.9 Send a text message

Another option for user interaction is to send a text message to individual or all course participants. The text
message is displayed on computers in the form of a message window. The Send Message button is available for
this purpose:

After pressing the button, a dialog box opens in which you can enter the message to be displayed:

b Invia un messaggio di testo v A @

Utilizza il campo qui sotto per scrivere il messaggio
che vuoi inviare agli utenti selezionati.

Si prega di completare tutte le attivita entro |
prossimi 5 minuti.

v OK | (S)Annulla’

Click OK to send the entered message.

[f you want to use this function only for individual computers, you can select the respective computers and
select the desired item in the shortcut menu.
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9.2.10 Open a program

[f a specific program needs to be started on all computers, you can use the Run Program feature in the toolbar.

For this purpose, click on the button shown:

Apri un programma

Depending on whether custom programs were added earlier or whether the programs were predefined by the
administrator, a pop-up menu or a dialog box will open. In the former case, all available programs are listed in

the menu:
® Bk

Apriun programma Aprisitoweb  Trasferimento d

Apri il file manager
Avvia strumento di apprendimento

Riproduci video tutorial

& Programma personalizzato

Click on the desired item to run the respective program on all computers. Alternatively, click on the last Custom
Program item to run an unlisted program. This will open a new dialog box. In this dialog box you can enter the
name of the program to be run:
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O Avvia applicazione b =] s

Immettere le applicazioni da avviare sui
computer selezionati. E possibile separare piu
applicazioni per riga.

vic video.mp4|

Ricorda e aggiungi al menu dell’applicazione

Mome |

X Annulla ‘ [ o/ OK ]

Confirm this dialog box with OK to run the program.

Note: To remove a previously added custom program, move the mouse over the corresponding item and
press the Del key .

Tip: You can pass an argument to most programs with the name of a file you want to open automatically. For
example, if you want to play a video on all computers, add the path to the video file separated by a space, e.g.,
vlic Writing\Esempio.mpd4.

Warning: In the event that the program path or file name contains spaces (something generally to be avoided
with Linux), it is not currently possible to run it or open the file.

9.2.11 Linking to a website

[f you want all students to open a specific Web site, you can automatically open that Web site on all computers.
Use the Open Web Site button to do this:
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A

Apri sito web

Depending on whether custom Web sites have been added previously or whether Web sites have been
predefined by the administrator, a pop-up menu or a dialog box is displayed. In the former case, all available
Web sites are listed in the menu:

® ¢
Aprisitoweb  Trasferimento di file

Intranet

Wikipedia

& Sito web personalizzato

Click the desired item to open the respective Web site on all computers. Altematively, click on the last Custom
Web Site item to open an unlisted Web site. This will open a new dialog box. In this dialog box you can enter
the address of the Web site to be opened:

! Apri sito web v ~ 2

Inserisci I'indirizzo del sito da aprire:

https://veyon.io

Ricorda e aggiungi al menu del sito web

Nome |per esempio, Veyon

v OK ‘ ‘ & Annulla

Confirm this dialog box with OK to open the Web site.

Note:  To remove a previously added custom Web site, move the mouse over the corresponding item and
press the Del key .

9.2.12 File Transfer

Using the file transfer function you can easily transfer files to all students and, successively, open the transferred
files. First click on the File Transfer button to open a dialog box that allows you to select the files to be

transferred:

W,

Trasferimento di file

After selecting the desired files, the file transfer dialog box opens:
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Trasferimento di file VA @
Opzioni

Sovrascrivi i file esistenti
@) Solo trasferimento
(_) Trasferisci e apri i file(s) con il programma associato

(! Trasferisci e apri la cartella di destinazione
Files

m Volantino.pdf
m Testi da leggere.pdf

« Inizio || ® Annulla

In this dialog box you can choose additional options before starting the file transfer. By default, only files will
be transferred to the user's home or profile directory without overwriting existing files.

Overwrite existing files In this dialog box you can select additional options before starting the file transfer. By

default, only files will be transferred to the user's home or profile directory without overwriting existing
files.

Transfer only In this mode, only files are transferred without performing any further actions. Use this mode to
silently distribute teaching materials in advance without disturbing students.

Transfer and open file(s) with associated program In this mode, transferred files will be opened with the
corresponding program associated with the respective file type. For example, text documents will b e
opened with the installed word processing program. Use this mode to have students work immediately
with the materials provided.

Transfer and open the destination folder If you intend to transfer several files at once, opening them all
automatically 1s not a good choice in most cases. Instead, the destination folder can be opened in a file
management window where students can view the transferred files and open the desired ones themselves.

After choosing the desired options click the Start button to start the file transfer. Depending on the size of the
files and the number of computers, this may take some time. A progress bar with the total progress is displayed
at the bottom of the dialog box. After the transfers are completed, you can click the Close button to finish:
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Trasferimento di file WA e
Opzioni

Sovrascrivi i file esistenti
(@) Solo trasferimento
(_) Trasferisci e apri i file(s) con il programma associato

(_) Trasferisci e apri la cartella di destinazione
Files

Q Volantino.pdf
Q Testi da leggere.pdf

| @ Chiudi |

9.2.13 Screenshot

Veyon allows you to save the current screen contents of individual or all computers in screenshot files. Clicking
the Screenshot button activates the function for all displayed computers:

[f you want to use this function only for individual computers, you can select the respective computers and
select the Screenshot item from the context menu.

You will then receive an informational message about how many screenshots have been captured. Y ou can now
view the screenshots in the Screen Capture panel and delete them if they are not needed.
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Cryptomator - User Manual

10.1 Foreword

Cryptomator is an application that allows you to encrypt your data quickly and easily, so you can securely
upload it to an external device such as a USB stick or to your favorite cloud service. With Cryptomator you can
create encrypted "safes" . Each safe is password protected and can hold as many files and folders as you wish.
For insights and details refer to the official site: https://docs.cryptomator.org/en/latest/ . After a safe has been
unlocked, it must be integrated into the system to be accessible to the user. Cryptomator uses three different
technologies (called adapters ) for this integration. To work properly on Fuss 10 you must choose the
WebDAV option (on Fuss 11 you can also choose FUSE ).

1) Click on the Preferences wheel in the initial window.
2) ClickonVirtual Drive

3) Choose WebDAV ; port and scheme are assigned by default.
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>

A Preferenze LR o Bl 2

# Generale @ |nterfaccia & Unita Virtuale 7 Aggiorname nti ¥ Supportac O Info

Tipo di Volume | WebDAV

Porta WebDAV 42427

Schema WebDAV  davy/ (Gnome, Nautilus, ...) v

10.2 Starting and accessing the program

The program can be started from the start menu in the lower left corner.

When you first access Cryptomator, you obviously do not yet have asafe. Ifyou
start the application, the following screen will appear:
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CRYPTOMATOR 63 B - X

Clicca qui per aggiungere una Grazie per aver scelto Cryptomator per proteggere i tuoi file. Se
cassaforte necessiti d'assistenza, dai un'occhiata alle nostre guide per
iniziare: docs.cryptomator.org

=+ Aggiungi Cassaforte

By clicking on the Add Safe button in the lower left corner of the window, you can create a new safe.
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10.3 Addition of safes

f . N

n.i Aggiungi Cassaforte X

A A
o e

# Crea Nuova Cassaforte

& ApriCassaforte Esistente

[f you want to add a new safe, you have essentially two options:
I. If you want to create a safe yourself, choose Create New Safe

2. If you already have a safe, for example because someone has shared i1t with you through a cloud storage
service, you can instead choose Open Existing Safe.

10.3.1 Create a new safe

[f you have chosen to create a new safe, the wizard will walk you through the creation process:
* choose a name

* choose a storage location (local, on an external device such as a USB stick, or in the cloud)
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» choose a password (not to be forgotten, for safety you may decide to save a recovery key)

Warning: No one but yourself knows this password, and no one can "reset" your password for you.

Note: If you plan to share this safe with another person, you will both need to know the password. In this case,
choose a different password than the one you tend to use only for yourself. To share the password, use an
encrypted message or any other secure means of communication. Since you cannot reset your password in case
you forget it, we recommend that you create an additional reset key .

» Show recovery key (optional step)

[f you chose to create a recovery key in the previous step, it will now be displayed. Be sure not to lose it and
store it carefully.

r B

.-:ifﬂ Aggiungi Cassaforte 2

La seguente chiave di recupero puo essere utilizzata per
ripristinare I'accesso a Dati criptati™:

version removal incur curly fry straight cause cheap gallon
dishonest ratio match tender context radiation say precede
evil ordinary opinion accident lawsuit strip acquire award
trade skilled odds luck mature remember aide lad instead
default naturallv honour nnnose tell exile further thine refusal

& Copia

Mantienilo da qualche parte molto sicuro, ad es.
* Archivialo usando un gestore di password

* Salvarlo su un'unita flash USB

* Stamparlo su carta
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That's it. You have successfully created a new safe. Now you can unlock it using your password and start adding
confidential files.

*‘-*‘-if“ Sblocca "Prova” a3

Inserisci la password per "Prova":

00000000000 oy

Ricorda la Password

10.3.2 Opening an existing safe

[f you chose to open an existing safe,all you have to do 1s locate the file
masterkey.cryptomator of the safe you wish to open.

Note: If you have created the repository on another device and cannot find it or its master key file, make sure
the directory containing the repository is properly synchronized and fully accessible on your device.

10.4 Access to Safes

After adding a safe to Cryptomator, you will probably want to unlock it so you can start adding files.

10.4.1 Unlocking a safe

To unlock the selected safe, click the Unlock button in the center of the Cryptomator window. You will then
be prompted for the password:

Note: Selecting the "Save Password" checkbox will store the password in your operating system's keychain.

Warning: Store your password only on trusted devices. Anyone with access to this computer will be able to
access your safe if the password is stored in the system key fob.

A confirmation is displayed if the password is correct. You can simply close this window by clicking Done or
by clicking Reveal Drive to show the unlocked safe in your file manager.
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ni. Sblocca "Prova” o o

"Prova" sbloccato correttamente! La tua cassaforte
e ora accessibile tramite la sua unita virtuale.

Ricorda la scelta, non mostrarmelo piu

Fatto Rivela I'Unita

10.4.2 Working with the safe unlocked

After unlocking, the contents of your safe will be available as a virtual drive on your PC. This means that you
can interact with your safe files in the same way as any other hard drive or USB stick. If you cannot find the
unlocked safe in your system's file manager (File Manager, Windows Explorer, . . . ), you can always click
Reveal Drive Inthe Cryptomator window.

10.4.3 Locking a safe

To lock your vault again, simply click Lock and your data will be protected and encrypted again.

10.5 Changing the password

You can change the password of an existing safe. The only thing you need is to remember the current one.

Note: When you change the password, the keys encrypted the first time will remain the same. The actual files
will not be re-encrypted. If you wish to encrypt the files in your safe with a new stronger password, you must
create a new safeand drag and drop the data from the old to the new.

To do this, click the Change Password button on the Password tab of the Safe Options. Three
text entry fields are displayed in the opened window:

l. In the first you need to enter the current password.

2. The second takes the new password and, as mentioned above, we suggest following the rules of creating
good passwords.

3. In the third, it 1s necessary to enter the new password again for confirmation.
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r ™

é.i,fn Modifica la Password X

Inserisci la password corrente per "Dati criptati”

|r' "
L 4

Inserisci una nuova password

Usa almeno 8 caratteri

Conferma la nuova password

Capisco che non potro accedere ai miei dati se dimentico
la mia password

Annulla WModifica

To proceed you must confirm what you are doing by checking the check box. To finish and actually change the
password, click the Edit button.

Note: Only if the second and third text entry fields match and the check box is selected, the Edit button is
enabled.

10.6 Reset key

10.6.1 Show the recovery key

[t 1s not a problem if you lost the display of the recovery key during the creation of the safe. You can still derive
it and display it later. To increase security, Cryptomator does not store it on the hard drive and always obtains it
"on the fly." .. attention:: Keep in mind that because of the reset key's ability to reset the current password, it 1s
highly confidential. Make sure that only trusted people have access to it and keep it in a safe place.

To do this, click View Recovery Key on the Password tab of Safe Options and enter your
password. A new window will open. It shows a sequence of words within a text field. This sequence is the safe's
recovery key.
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ni Aggiungi Cassaforte [ AT

La seguente chiave di recupero pud essere utilizzata per
ripristinare |'accesso a Dati criptati™

version removal incur curly fry straight cause cheap gallon
dishonest ratio match tender context radiation say precede
evil ordinary opinion accident lawsuit strip acquire award
trade skilled odds luck mature remember aide lad instead
default naturallv honour nnnose tell exile further thine reflisal

& Copia

Mantienilo da gqualche parte molto sicuro, ad es.
» Archivialo usando un gestore di password

* Salvarlo su un'unita flash USB

* Stamparlo su carta

You can copy it to the clipboard or print it on paper. If you are finished, close the window with the Done button.

10.6.2 Resetting the password with the reset key

[f you have forgotten the password for a safe, but have saved the recovery key in an extemnal location, you can
create a new password and access the safe again. Switch to Password on the tab in the Safe Options
and click the Recover Password button. A new window will open asking you to enter the recovery key in
the text box shown. Enter it there by copying it from a file or typing.
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r ™

ni. Chiave di recupero [_. AT

Inserisci la tua chiave di recupero per "Dati criptati”:

“dishonest ratio maich tender context radiation say
precede evil ordinary opinion accident l[awsuit strip
acquire award trade skilled odds luck mature remember
aide lad instead default naturally honour oppose tell exile
further thing refusal trousersl

v Questa & una chiave di recupero valida

Note: If you have printed your recovery key on paper or stored it somewhere where you can't copy it,
Cryptomator offers an auto-complete function for entry. Type in a letter and see if the word shown matches your
key part. If it does, you can press the Tab key or the right arrow key to autocomplete the word. If not, enter more
letters and the suggestion will change accordingly.

[f the recovery key is valid, Cryptomator signals this with a small message and activates the Next button.

In the last step you must assign a new password to your safe. This is the same procedure followed when creating
the safe, except that no new reset key 1s generated. It is recommended that you follow the tips oncreating a good
password.

Finish the dialog box by entering the same password again and clicking the Done button. You can now unlock
the safe with the new password.

Note: Since the recovery key remains the same, do not discard it and store it in a safe place.

10.7 Removing safes

You can remove a safe from the list by right-clicking on the list item. This is only possible while the safe 1s
locked.

Note: Removing a safe from this directory does not delete it from the filesystem. To irrevocably delete the safe,
you can simply delete the safe's directory (which contains your masterkey.cryptomator and the d folder) using
your regular File manager.
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cHAPTER 11

Contribute

Anyone can help improve this documentation that is written in reStructured Text.
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CHAPTER 12

Support

[f you need help, email info(a fuss.bz.it
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cHAPTER 13

Licenses

code GPLv3

documentation EE BY-548

* genindex
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